Chuyén dé 2:

AN TOAN THONG TIN VA CAC HANH VI VI PHAM PHAP LUAT
TREN KHONG GIAN MANG TRONG HOQC SINH, SINH VIEN.
TINH HINH AN NINH CHINH TRI, TRAT TU AN TOAN XA HOI
TRONG NUOC LIEN QUAN PEN PHONG CHONG TQI PHAM
SU DUNG CONG NGHE CAO VA TE NAN XA HOI.

Trung ta.TS Trinh Trung Hiéu, Phé trwéng Khoa
Khoa An ninh mang va phong chong tpi pham sw dung cong nghé cao
Hoc vién An ninh nhan dan

I. AN TOAN THONG TIN VA CAC HANH VI VI PHAM PHAP LUAT
TREN KHONG GIAN MANG TRONG HOQC SINH, SINH VIEN

1. An toan thong tin mang

- Thong tin mang la nhitng thong tin duoc luu trit, truyén dua, thu thap va
xtr 1y thong qua mang. Thong tin mang bao gom:

+ Thong tin cong cong: 1a thong tin trén mang cia mot to chiric, c4 nhan
dugc cong khai cho tat ca cac ddi tuong ma khong can xac dinh danh tinh, dia chi
cu thé cua cac dbi tuong do.

+ Thong tin riéng: 1a thong tin trén mang ciia mot to chuc, ci nhan ma t6
chure, cd nhan dé khong cong khai hodc chi cong khai cho mdt hoac mdt nhom
d6i turong dd duoc xac dinh danh tinh, dia chi cu thé.

+ Thong tin ca nhan: 1a thong tin trén mang dugc xac dinh gén vO1 viéc Xac
dinh danh tinh mot ngudi cu thé.

+ Thong tin bi mat nha nudc: 1a thong tin & mirc Mat, Tbi mat, Tuyét mat
theo quy dinh cua phap luat vé bao vé bi mat nha nudc.

- An toan théng tin mang 1a su bao vé thong tin, hé thong thong tin trén
mang tranh bi truy nhap, st dung, tiét 19, gian doan, stra doi hodc pha hoai trai
phép nham dam béo tinh nguyén ven, tinh bao mat va tinh kha dung ctia thong tin
(Piéu 3, Luat An toan thong tin mang 2015).

Mot thong tin, hé thong thong tin duoc xem 1a an toan khi dam bao céc
thudc tinh co ban: tinh bi mat, tinh todn ven, tinh san sang. Ngoai ra con cé cac
thudc tinh khac nhu tinh khong thé chéi cai, tinh xac thuc.

+ Tinh bi mat: tranh 10 thong tin dén nhitng ddi tuong khong duogc xac thuc
hodc d¢ lot thong tin vao cac hé théng khac. Pam bao tinh bi mat ciia thong tin
tire 14 thong tin chi duogc truy cap (doc) bai nhitng d6i tuong (ngudi, chwong trinh
may tinh) duoc cip phép.

+ Tinh toan ven: dir liéu khong thé bi chinh sira ma khong bi phat hién.
Dam bdo tinh toan ven thong tin tirc 1a thong tin chi dugc phép x6a hodc stra boi
nhirng d6i tuong duoc cho phép va phai dam bao thong tin van con chinh xac khi
dugc luu trit hay truyén di.
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+ Tinh sin sang: moi hé thong thong tin déu phuc vu muc dich riéng ctia n6
va thong tin phai ludn sin sang khi can thiét. Dam bao do sin sang cua thong tin,
thirc 1a théng tin c6 thé duoc truy xuét boi nhirg ngudi dugc phép vao bat ky khi
nao ho mudn.

Tinh xac thuc: Trong hoat dong tinh toan, kinh doanh qua mang va an toan
thong tin, tinh xac thuc 1a vo cung can thiét dé dam bao rﬁng dr liéu, giao dich,
két ndi hodc cac tai lidu (tai liéu dién tir hodc tai liéu cing) déu 1a that. N6 ciing
quan trong cho viéc xac nhan rang cac bén lién quan biét ho 12 ai trong hé théng.

Tinh khong thé chéi cii: khong thé chdi cii co nghia rang mot bén giao dich
khong thé phu nhan viéc ho da thuc hién giao dich v&i bén khac. Pién hinh nhu
trong khi giao dich mua hang qua mang, khi khach hang di giri s6 thé tin dung
cho bén ban, di thanh toan thanh cong thi bén ban khong thé phii nhan viéc ho da
nhan duogc tién (trir truong hop hé thong khong dam bao tinh an toan thong tin
trong khi giao dich).

- Yéu t6 tdc dong dén an toan théng tin mang

Yéu tb khach quan, bao gém: Y d6, chinh sach, chién lugc cta cic nuée
d6i v6i Viét Nam va chinh sach an ninh, an toan thong tin ctia cic qudc gia; ddu
tranh gianh cha quyén qudc gia trén khong gian mang, canh tranh trong phat trién
cong nghé thong tin, gianh va gitr tai nguyén thong tin,... cd tdc dong ca tich cuc
va tiéu cuc d6i voi an ninh, an toan thong tin mang Viét Nam. Xu thé toan cau
hoa, hoi nhap quéc té va su phat trién cua cac cudc cach mang cong nghiép, cach
mang thong tin vira tao ra thoi co, vira dua dén nhitng thach thirc to 16n ddi voi
an ninh, an toan thong tin cua Viét Nam. Lo1 ich cung sy banh trudng cua cac tap
doan cong ngh¢ thong tin, truyén thong va sy lién h¢, chiu sy chi phéi cua no tu
céc t6 chirc quan su, tinh bao, phan gian cac nudc; hoat dong ctia cac thé lyc thu
dich str dung hé théng thong tin xAm pham an ninh qubc gia, tin cong, pha hoai
co sé ha tAng va an ninh thong tin, tién hanh chién tranh thong tin d6i voi Vit
Nam; hoat dong cua tdi pham, hacker va cac nhém tin tadc nudc ngoai; cac su cd,
tinh huéng nguy hiém vé an ninh thong tin;... 12 nhiing yéu t6 tac dong tiéu cuc,
xam hai dén an ninh théng tin, doc 1ap, chi quyén, loi ich qudc gia trén khong
gian mang.

Yéu t6 cht quan, bao gdm: T6 chire, phdi hop luc luong, hop tac trong bao
dam an ninh, an toan thong tin; Puong 16i, chinh sach, phéap luat vé bao dam an
ninh thong tin ciia Pang, Nha nudc; Ngudn nhéan lyc bao dam an ninh thong tin,
nang lyc tu chu, ty bao vé cua cac td chtrc, ca nhan khi tham gia hoat dong thong
tin; Trinh do cong nghé (ca phan cing va phan mém), ning luc tu chu vé cong
nghé, kha ning tng phd, phuc hdi trude cac hoat dong tin cong nham vao hé
théng thong tin ctia Viét Nam; Ngudn luc théng tin, tai nguyén thong tin va cac
hé co sé dir liéu quéc gia; Hiéu luc, hi¢u qua quan 1y nha nuéce vé an ninh, an toan
thong tin; Y thic ngudi ding vé cic nguy co gdy mat an ninh, an toan thong tin;
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Su suy thodi tu tudng chinh tri, dao duc 161 séng, “tu dién bién”, “tu chuyén hoa”
trong ndi bd, nhat 1a trong cic co quan, to chirc quan 1y va hoat dong thong tin.
Nhitng yéu té trén néu dugce bao dam sé co tac dong tich cuc, gbp phan ting
cuong, bao ddm an ninh, an toan thong tin cuia Vi¢t Nam; ngugc lai, s€ tao nguy
co, tinh huéng gdy mét an ninh, de doa gay mat an ninh, an toan thong tin & cac
cap do khac nhau.

Céc yéu tb tac dong dén an toan thong tin ca khach quan va chu quan, ca
bén trong va bén ngoai déu rit quan trong va ludn c6 mdi quan hé chit chg, co su
chuyén hoa 13n nhau. Trong d6, cac yéu t6 chu quan, nhat 13, ngudn nhan luc bao
dam an ninh, an toan thong tin, ndng lyc tu chu, ty bao v¢ cua cac t6 chirc, ca nhan
khi tham gia hoat dong thong tin, ¥ thirc ngudi dan, trinh d6 cong nghé (ca phan
ctrng va phan mém), nang luc tu chu vé cong nghé, kha ning tng phd, phuc hoi
trude cac hoat dong tn cong nham vao hé théng thong tin cua Viét Nam 1a yéu
td quyét dinh. Am muu, hoat dong cua cac thé lyc thu dich, toi pham st dung h¢
thong xAm pham an ninh qudc gia, trat ty an toan xa hoi, tan cong, pha hoai co s&
ha tAng va an ninh, an toan thong tin, tién hanh chién tranh thong tin d6i véi Viét
Nam c6 tinh chét dic biét nguy hiém; c6 thé dan dén mat kiém soat an ninh théng
tin, vo hiéu hoa kha nang lanh dao, diéu hanh, quan 1y cta nha nudc trong bdi canh
cach mang cong nghiép 1an tht tu hién nay. Mot sé nhom tin tic nudc ngoai bi cac
thé lyc thu dich, chinh phti mét s6 nudce loi dung vao cac hoat dong tan cong mang,
chiém quyén diéu khién hé thong thong tin quan trong vé an ninh qudc gia nham muc
dich chinh tri hodc kinh té (doi tra tién chudc, gy strc ép vé kinh té); tir van dé toi
pham hinh sy d& chuyén hoa thanh cac van d& chinh tri, d6i ngoai 1a yéu t6 nguy
hiém thuong xuyén de doa gy mat an ninh, an toan thong tin.

2. Cac hanh vi vi pham phap luét pho bién trén khong gian mang trong
hoc sinh, sinh vién.

- Pdng tdi, chia sé, tan phdt cdc théng tin tuyén truyén chéng nha nude
Céng hoa XHCN Viét Nam. Hanh vi phd bién 1a thiét 1ap cac website, blog, trang
fanpage, kénh You Tube,... dé dang tai, chia sé cac bai viét, hinh anh, video clip
c¢6 ndi dung tuyén truyén xuyén tac, phi bang chinh quyén nhan dan; Chién tranh
tam ly, kich dong chién tranh xam lwoc, chia 18, gay thu han gitra cac dan toc, ton
gido va nhan dan cac nudc; Xac pham dan toc, quéc ky, quéc huy, quéc ca, vi
nhan, lanh ty, danh nhan, anh hung dan tdc,...

Pién hinh nhu truong hop Phan Kim Khénh, sinh vién Khoa Quéc té, Pai
hoc Thai Nguyén. Nam 2015, Khanh da 1ap va quén tri 02 blog 13y tén 1a “Béo
tham nhiing” va “Tuan Viét Nam”, 03 trang trén mang xa hoi Facebook 1ay tén 1a
“Bao tham nhiing”, “Tuan bao Viét Nam” va “Dan chu TV”; 02 kénh trén mang
xa hoi You Tube léy tén 1a “Viét Bao TV” va “Viét Nam online” lién tuc dang
nhiéu thong tin ¢6 nodi dung bia dit, xuyén tac nham chéng Nha nudc Cong hoa
x4 hoi chii nghia Viét Nam, phan 16n dugc 14y tir cac trang mang phan dong khéc.
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Ngay 21/3/2017, Phan Kim Khanh bi co quan An ninh diéu tra Céng an tinh Thai
Nguyén bat gitt vé téi “Tuyén truyén chong nha nuéc CHXHCN Viét Nam”; ngay
25/10/2017, Toa an nhan dan tinh Thai Nguyén da xét xu, tuyén phat Khanh 6
nam ti giam vé toi danh trén.

- Tham gia, sir dung khong gian mang nhdt la mang xa héi kich déng biéu
tinh, bao loan, phd réi an ninh. Hanh vi pho bién 13 tham gia cac hoi, nhom trén
khong gian mang thuong xuyén dang tai, chia sé thong tin kich dong cac hoat
dong xam pham ANQG, trat tu an toan xa hoi; tham gia cac phong trao chéng dbi
trén mang (nhu dong loat thay d6i avatar dé phan d6i mot chi trwong, chinh sach
cua Pang, Nha nudc, dia phuong); tham gia, hudéng img viéc sir dung khong gian
mang dé kich dong biéu tinh (nhu biéu tinh phan ddi luat An ninh mang, Luat vé
don vi hanh chinh - kinh té dic biét,...); st dung mang xa hoi dé kich dong, 16i
kéo nguoi khac biéu tinh; tir viéc nghe theo hoat dong kich dong trén mang ma
tham gia biéu tinh, tu tip dong ngudi, khiéu kién trai quy dinh ctia phap luat trén
thuc té.

Theo Thong tu s6 10/2016/TT-BGDDT ngay 05/4/2016 ctia B Gido duc
va Pao tao Ban hanh quy ché cong tac sinh vién dbi v6i chuong trinh dao tao hé
dai hoc chinh quy, phén phu luc vé not ) ndi dung vi pham va khung xu 1y ky
luat sinh vién c6 quy dinh: (1) Sinh vién kich dong, 16i kéo ngudi khac biéu tinh:
1an 1 bi dinh chi c6 thoi han; 14n 2 bi budc thoi hoc; néu hanh vi & mic 46 nghiém
trong thi giao cho co quan chirc nang xur ly theo quy dinh cta phap luat. (2) Sinh
vién tham gia biéu tinh, tu tap dong ngudi, khiéu kién trai quy dinh cta phéap luat
thi cac muac xu 1y 1a: vi pham lan 1 bi xtr phat khién trach; vi pham lan 2 bi xtr
phat canh cdo; vi pham lan 3 bi xir phat dinh chi c6 thot han; vi pham lan 4 bi
budc thdi hoc. Néu hanh vi tham gia & muc do nghiém trong thi giao cho co quan
chuc nang xur 1y theo quy dinh cua phap luat.

- Tham gia cdc t6 chirc phan déng, khing bé, cac dot tuyén liea, ddo tao,
hudn luyén trén khéng gian mang ciia cdc t6 chire phan dong, khing bo: tham gia
cac dién dan trén khong gian mang cia cac to chirc khung bd nhu “Viét Tan”,
“Chinh phu quéc gia Viét Nam lam thoi”, “Triéu dai Viét”; nhan tai tro cua cac
t6 chuc khung bd; tham gia cac khoa dao tao, huan luyén tryc tuyén vé phuong
thire, hoat dong khung bd pha hoai; cac video hudng dan cach ché tao bom xang
dé phuc vu hoat dong khing bo, phé hoai, &m sat,... Trong nam 2021, B Cong
an dd canh bao vé viéc cac td chirc khung bd nhit 13 “Viét Tan” ting cudng moc
ndi, 16i kéo hoc sinh, sinh vién dic biét 13 du hoc sinh Viét Nam & nudc ngoai
tham gia cac hoat dong biéu tinh chéng Nha nudce, tham gia hoi hop, huin luyén
ctia Viét Tan dé tir do tuyén lya thanh vién, chi dao xam nhap vé nude hoat dong.
Noi bat 1a truong hop N.T.H.T ¢ thanh phd Udng Bi, trong thoi gian du hoc tai
Nhat Ban da bi s6 cbt can cta to chirc Viét Tan loi dung viée hd tro du hoc sinh
Viét Nam & nude ngoai trong hoc tap, tim kiém viéc 1am sau d6 16i kéo tham gia
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cac hoat dong biéu tinh chdng d6i, tham gia cac budi hoi hop xuyén tac vé tinh
hinh nhan quyén tai Viét Nam, vu cdo Viét Nam dan ap nhan quyén.

Céc to chirc khing bd, dién hinh nhu t6 chirc “Triéu dai Viét” triét dé sir
dung céc ti¢n ich trén khong gian mang dic biét 1a Youtube, Facebook dang tai
cac video clip ¢6 ndi dung tuyén truyén vé to chirc, xuyén tac chu truong, duong
16i ctia Pang, chinh sach, phap luat ciia Nha nudc, kich dong nguoi dan xudng
duong biéu tinh, bao loan; ting budc tiép can, tac dong ddi tuong trong nudc cod
nhén thirc mo hd vé chinh tri, can kip vé tai chinh, nhat 1a trong hoc sinh, sinh
vién dé 16i kéo tham gia, tién hanh céc hoat dong khing bo, pha hoai theo chi dao
ctia to chie. Nam 2018, ddi twong Truong Nguyén Minh Tri, thanh vién t6 chirc
Chinh phu Viét Nam 1am thoi da nhan chi thi cia cac ddi tuong bén ngoai, truc
tiép tiép xtic, xui giuc, 16i kéo cac em hoc sinh 16p 9 va 16p 10 tai Binh Tan tham
gia di biéu tinh, lam don xin gia nhdp t6 chitc Chinh phu Viét Nam 1am thoi, qua
d6 tién hanh bao dong,... Hay truong hop ciia Nguyén Phuong Uyén, sinh vién
truong Pai hoc Cong nghiép thuc pham thanh phé H5 Chi Minh, 1 1 doan vién
tiéu biéu; thang 4 ndm 2012, Uyén quen Nguyén Thién Thanh qua mang x3 hoi
facebook, tir 46 tham gia t6 chirc “Tudi tré yéu nudc” — 1 t6 chic phan dong &
nudc ngoai dugc thanh 1ap vi 4m muu 1at d6 chinh quyén. Ngay 10/10/2012,
Uyén tién hanh rai truyén don trén cau vuot An Suong (xd Ba Piém, huyén Hoc
Mon, thanh phé H6 Chi Minh) sau d6 bi co quan Cong an phat hién, xir Iy hinh
su vé Toi tuyén truyén chéng Nha nudc Cong hoa XHCN Viét Nam.

- Tan céng mang nham vao hé thong théng tin ciia cdc co quan, té chirc &
trung wong va dia phuong. Pién hinh nhu vu viéc nam 2017, Cuc An ninh mang
Bo Cong an da xac minh, phat hién L.C.K.D (sinh nam 2002, tr tai Phuong 15,
quan Tan Binh, Thanh phé H6 Chi Minh) d4 khai thac 16 hong bao mat, tan cong
website ctia san bay Tan Son Nhat; phat hién P.H.H (sinh nam 2002, tra tai huyén
Trang Bom, tinh Pong Nai) d4 tan coéng, thay doi giao dién, dé lai thong bao trén
website ctia cac san bay Pa N'fmg, Phu Quéc, Rach Gi4, Tuy Hoa. Hai hoc sinh
16p 9 véi muyc dich khdm pha, mong muén khoe thanh tich trong gi6i hacker da
tan cong hang loat cac cang hang khong & Viét Nam, tiém an nguy co gy ra
nhirng hau qua nghiém trong vé an ninh, trat tu.

Hay trong nam 2022, Cuc An ninh mang va phong, chng toi pham sir dung
cong nghé cao da phat hién T.G.K 16 tudi tai Ha Tinh d4 tién hanh tdn cong tir
chéi dich vu vao Cong thong tin cia Chinh phu; ciia B6 Quéc phong, Trudng Pai
hoc Ha Tinh; tin cong thay ddi giao dién ctia nhiéu website & Viét Nam. Tién
hanh kiém tra may tinh dé ban va khai thac cac tai khoan trén mang (facebook,
email, youtube,...), luc lugng Cong an thu duogc nhiéu cong cu su dung dé tan
cong mang, tAn cong tu chdi dich vu, 128 trang tai liéu, 01 dia CD luu lai cac
hinh anh, video lién quan dén hoat dong vi pham phép luét ctia hoc sinh nay.
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- Dang tai, tan phat thong tin gid, thong tin sai su thdt trén Internet, mang
xd hoi. Str dung mang xa hoi dé dang tai, chia sé thong tin bia dat, sai su that xam
pham danh dy, uy tin, nhan phdm hodc gay thiét hai dén quyén va loi ich hop phap
clia co quan, td churc, ca nhan khac; thong tin bia dit, sai su that vé san phém,
hang hoa, tién, trai phiéu, tin phiéu, cong trai, séc va cac loai gidy to c6 gia khac;
thong tin bia dat, sai su that trong linh vuc tai chinh, ngdn hang, thuong mai dién
ttr, thanh toan dién ti, kinh doanh tién té, huy dong von, kinh doanh da cép, chiing
khoan; thong tin trén khong gian mang c6 ndi1 dung bia dit, sai sy that gdy hoang
mang trong Nhan dan, gay thiét hai cho hoat dong kinh té - xa hoi, gdy kho khin
cho hoat dong cuia co quan nha nudc hoac nguoi thi hanh cong vy, xam pham
quyén va loi ich hop phap ciia co quan, t6 chtrc, ca nhan khac,. ..

Pién hinh nhu trudng hop cia Nguyén Lé Tan Tai, sinh nim 2004, qué
Podng Nai, sinh vién nam tht nhat ciia Trudng Pai hoc Kinh té Thanh phé Hd Chi
Minh, admin fanpage UEH Confessions d& dang tai bai viét c6 noi dung sai su
that chuyén nit sinh Truong Pai hoc Ngoai ngit - Tin hoc thanh phé H6 Chi Minh
(HUFLIT) dang hoc gido duc qudc phong an ninh tai Truong Quén sy Quan khu
7 nhay lau tu tir do bi xam hai”. Ngay 26/7/2023, Toa an Quan sy Quan khu 7 da
mo phién toa xét xir, tuyén phat Nguyén Lé Tan Tai 12 thang cai tao khong giam
giit vé t6i “Pua trai phép thong tin mang may tinh”.

- Sir dung khéng gian mang dé thwc hién hanh vi liva ddo chiém doat tai
san: Truc tiép st dung mang dé thuc hién hanh vi lira d4o chiém doat tai san hodc
tham gia cac dudng day lira ddo chiém doat tai san xuyén quéc gia (dugc thué dé
diéu hanh hé théng, chon kich ban lira d4o dé tién hanh lira cac nan nhan; duoc
cac dbi tuong thué mé tai khoan ngan hang, dang ky thong tin thué bao phuc vu
hoat dong lira dao,...). Trén thuc té, cac dbi tugng lira dao thudng cung cip cho
hoc sinh, sinh vién dién thoai sin sim dé dang ky mé tai khoan thanh toan va dich
vu Internet banking, sms banking sau d6 yéu cau hoc sinh, sinh vién tra lai dién
thoai, cung cép thong tin, méat khau xac thuc (OTP); cac ddi tuong cling thu thap
dit liéu sinh tric hoc (khudén mat) ctia hoc sinh, sinh vién (Face ID) dé phuc vu
xac minh danh tinh ctia khach hang khi c6 yéu cau. Cac tai khoan nay sau d6 duoc
s dung vao muc dich vi pham phép luat nhu rira tién, tron thué, lra dao chiém
doat tai san, tai trg khiing bo,...

D6 tudi thuc hién hanh vi str dung khong gian mang dé lira dao chiém doat
tai san ngay cang tré hoa, phat hién nhiéu hoc sinh, sinh vién thuc hién toi pham
nay. Pién hinh nhu nim 2023, nhém sinh vién gdm 08 d6i twong Duong Ngb
Tung (SN 2002), Nguyén Thi Hang (SN 2002), Nguyén Thé Minh (SN 2004),
Nguyén Hitu Phong (SN 2002), Hoang Vin Trung (SN 2002), Bui Ngoc Duy (SN
2002), Hoang Thi Minh Duong (SN 2004) cung trt tai Bic Giang va Tran DPinh
Nam (SN 2004) tru tai Lao Cai da s dung tai khoan facebook, zalo xung danh
“Thay Thé” dang bai viét c6 kha nang 1am 18 giai han, cau tai 1oc, tu van mua l4
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bua ciu tai 16c, dang sao giai han,... dé tiép can nan nhan rdi yéu cau chuyén
khoan 1am 1&. Véi thi doan trén, tir thang 5 dén thang 6/2023, nhom doi tuong
nay da Itra dao, chiém doat hon 2,5 ty déng ctia nhiéu nan nhan.

Hay truong hop d6i tugng V6 Pinh Tuan, sinh vién nam 2, Trudng Pai hoc
Kién trac Pa Ning da chiém doat Facebook, email ctia nhiéu Viét kiéu c6 ban be,
nguoi than & Viét Nam dé Ira déo. Gia danh Viét kiéu, dbi tuong tro chuyén véi
nan nhan trong danh sach ban be, dé nghi mua thé cao dién thoai ¢ Viét Nam guri
ma qua, mdi thé cao 100.000d s& doi duoc sd tién 15 - 20 USD & nudc ngoai (nude
sG tai Viét kiéu dang séng), tién 10 sé chia nhau. Véi tha doan trén, Tuin d3 chiém
doat tai san ctia nhiéu nan nhan véi s tién hon 800 triéu déng.

- St dung khéng gian mang dé danh bac va té chire danh bac. Noi bat 1a
cac hanh vi tham gia danh bac trén mang dudi 02 hinh thirc pho bién 1a tin chap
(danh bac trudc, tra tién sau) va thé chap (danh bac truc tiép trén trang web, thanh
todn qua tai khoan ngan hang).

Céc hinh thirc danh bac tin chap pho bién 14 xoc dia truc tuyén, ca do bong
da truc tuyén, 16 dé truc tuyén. Vi hinh thirc nay, hoc sinh, sinh vién khéng can
bo tién ra trudce; dé tham gia, thao tac don gian, kho kiém soat dugc luong tién
danh bac, hét tién chi can goi dién 1a c6. Khi thua bac, hoc sinh, sinh vién nao
khong co tién thanh toan s& bi ép tra tién theo kicu xa hoi den nhu gitr nguoi trai
phap luat, budc gan nha ctra, tai san,...

Céc hinh thire dénh bac thé chip pho bién 1a ca cugc thé thao (bong da,
tennis, ciu long, béng 10, golf, dua ngua,...); casino truc tuyén, keno sd x0,
pocker. Banh bac theo hinh thirc nay, hoc sinh, sinh vién phai 1ap 2 tai khoan (tai
khoan danh bac + tai khoan ngan hang), phai (mg trudc tién qua tai khoan ngan
hang. Nha cai ¢ nudc ngoai, dang ky kinh doanh va dat may chu ¢ cac nudc ma
danh bai 1a hop phap.

Thoi gian qua, lyc lwong Cong an phat hién, xtr 1y nhiéu dudng day danh
bac, t6 chirc danh bac qua mang, thu hut nhiéu nguoi tham gia trong d6 ¢6 ca hoc
sinh, sinh vién. Pién hinh nhu cudi nim 2022, Phong PAOS5 Cong an tinh Bic
Giang da phat hién dbi twong Ngo Ptrc Ha (Viét Yén, Bic Giang) thong qua Tran
P Puc Nghia - sinh vién Dai hoc, gidi vé cong nghé thong tin 1ap trinh website
dé to chuc danh bac dya trén ma giao dich cua tai khoan vi dién tr Momo. Céc
d6i twong da nghién ctru, 1ap trinh, quan tri didéu hanh website “clmm.me” va
“clmmz.me”, thué dia chi IP, may chu dit tai My dé t6 chire danh bac. Dén khi bi
phat hién, xir 1y, tong sd tién giao dich danh bac khoang 2.800 ty dong. Trong s6
cac con bac tham gia, c6 nhiéu nguoi 13 sinh vién cac trudng dai hoc 16n nhu Bach
khoa Ha No1, FPT Ha No1, Pai hoc Quéc gia Ha Noi1, Pai hoc Khoa hoc va Cong
ngh¢ Ha Noj,...

- Thuc hién cic to1 pham khéc trong linh vyc cong ngh¢ thong tin, mang
vién thong: san xuét, mua bén, trao d6i hodc cho ting cong cy, thiét bi, phan mém
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dé str dung vao muc dich trai phap luat; tin phat chuong trinh tin hoc gay hai cho
hoat dong clia mang may tinh, mang vién thong, phuong tién dién tir; can tré hodc
gay r6i loan hoat dong ctiia mang may tinh, mang vién thong, phuong tién dién ti;
dua hoic str dung trai phép thong tin mang may tinh, mang vién thong; xam nhap
trai phép vao mang mdy tinh, mang vién thong hodc phuong tién dién tir ciia ngudi
khac; thu thap, tang tri, trao d6i, mua ban, cong khai hoéa trai phép thong tin vé
tai khoan ngan hang.

Dién hinh nhu nam 2019, co quan Cong an di bat giit nhom 04 dbi twong
1a sinh vién Truong Pai hoc Cong ngh¢ thong tin Thai Nguyén va Pai hoc Cong
nghiép Thai Nguyén. 4 sinh vién nay d3 dung cong cu ra quét 16 hong cac website
ctia 04 cong ty trung gian thanh toan dé thuc hién hanh vi xdm nhap trai phép,
chiém doat dit liéu, tao khéng sb du cho nhirng tai khoan 1a vi dién tu, sau dé su
dung nhirng tai khoan nay dé mua thé cao rdi ban lai va chuyén tién vé cac tai
khoan ngan hang thu loi bat chinh hon 3,2 ty dong.

Thang 4/2024, Cong an thanh phd Pa Nang phat hién nhom ddi tugng gom
L.N.H.N (21 tudi), P.Q.N.H (18 tudi), M.N.C (19 tudi) 1a sinh vién trén dia ban
thanh phd Da Ning d4 phat tan hang chuc ngan mé doc, chiém tai khoan mang x3
hoi ctia nhiéu t6 chirc, ¢4 nhén, thu thap dir liéu trong thiét bj dién tir cta nguoi
dung. Thi doan ctia cac d6i twong 13 str dung cac tai khoan mang xa hoi Linkedin
dang cac bai viét quang cao san pham, tuyén dung, kéu goi dau tu, giri cac tap tin
c6 chtra dudng dan ty dong tai ma doc nham dan du nguoi khac bam vao xem ndi
dung, tir 6 chiém quyén st dung tai khoan Business manager trén Facebook cua
nan nhan roi st dung vao hoat dong vi pham phap luat nham thu loi bat chinh.
Ngay 25/4/2024, Cong an thanh phd Pa Ning da khoi t6 vu an hinh sy “Xam nhap
trai phép vao mang mdy tinh, mang vién thong hodc phuong tién dién tir ciia nguoi
khac” dé diéu tra, 1am rd hanh vi cia cac ddi tuong.

- Céc hanh vi vi pham phép luat khac vé trat tu an toan xa hoi: St dung
khong gian mang dé mua ban trai phép vin bang, ching chi gia, mua ban ma tuy,
vii khi, vat liéu nd; mua ban, sir dung trai phép dit liéu c4 nhan cta ngudi dung;
sir dung khong gian mang dé hoat dong mai dam, tan phét van hoa pham d6i truy;
vi pham phép luét trong hoat dong quang céo truc tuyén,. ..

Dién hinh nhu vao thang 1/2023, Cuc Canh sat hinh sy B6 Cong an da phat
hién Hoang Thi Nhat L¢, sinh vién 1 Truong Dai hoc trén dia ban thanh phé Ha
Noi thuong xuyén sir dung tai khoan zalo c4 nhan “Hini Nguyén va Luna” lap ra
cac hoi nhom dé két ndi, trao doi voi ngudi ban ddm va ngudi mua dam & nhiéu
dia phuong trong ca nudc dé moi gidi mai dam. Lé va gai mai dam khong truc
tiép biét nhau ma chi twong tac qua mang xa hoi. Gia mua dam dao dong tir 10
triéu dén 15 triéu déng/lu:qt; qua dém hodc sextour tur 1.000 dén 2.000 USD /lan
tly thudc vao nhan sic gai ban dam. Ngay 8/1/2023, Co quan Céanh sat diéu tra
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Cong an thanh phd Ha Noi di ra 1énh bat d6i voi Hoang Thi Nhat Lé vé hanh vi
“Moi gidi mai dam”.

II. TINH HINH AN NINH CHINH TRI, TRAT TU AN TOAN XA HOI
TRONG NUOC LIEN QUAN PEN PHONG, CHONG TQI PHAM SU DUNG
CONG NGHE CAO VA TE NAN XA HOI

- Cdc thé luc thu dich, phan dong tang cuong hoat dong gidn diép mang;
khiing bé mang; triét dé st dung khong gian mang dé tuyén truyén pha hoai tu
tudng, phan bién chinh sach, hinh thanh cac hoi, nhom,... nham tac dong chinh
tri ndi bo, can thi¢p, hudng lai chinh sach, phap ludt an ninh thong tin ctia Viét
Nam. Cac doi tuong thiét 1ap hang ngan website, blog, triét dé loi dung mang xa
hoi dé tan phat cac quan diém sai trai, thu dich, kich dong biéu tinh, bao loan, pha
roi an ninh; dao tao, huan luyén khiing bd,. .. Hoat dong tuyén truyén chéng Pang,
Nha nudc cua cac thé luc thu dich d3 tao ra mot khoi luong thong tin x4u, doc 1on
trén khong gian mang, hang ngdy, hang gid tiém nhiém vao cong dong mang Viét
Nam, nhat 13 gidi tré tiém an nhiéu nguy co gay mat an ninh, trat ty.

- Gia tang cdc hoat déng tan cong mang trén dién réng va doi véi hé thong
théng tin quan trong lién quan dén an ninh quéc gia, nhat 1a cac cudc tin cong nham
vao co quan Chinh pht, hé thdng tai chinh, ngan hang, hang khéng, website cia co
quan, td chirc, tap doan kinh té 16m tai Viét Nam. Théng ké cho théy, giai doan 2010
- 2021 d4 ¢ 28.527 trang mang tén mién “.vn” bi tan cong, trong d6 c6 nhiéu trang
tén mién “.gov.vn” clia cac co quan nha nude. Xuat hién nhiéu cudc tan cong mang
mau sic chinh tri, gy ra nhitng hau qua nghiém trong, 1am rdi loan hoat dong lanh
dao, diéu hanh, quan 1y kinh té, x3 hdi cua co quan, t6 chirc. Nhiéu co quan, ban,
nganh ctia Pang, Nha nudc bi tin tdc nude ngoai xam nhap, kiém soat, tin cong, thay
d6i co so dit liéu, thu thap bi mat nha nudc, gy mat an ninh, trat ty. Theo s6 liéu cta
Cuc An toan thong tin, trong ndm 2022 ¢6 hon 11.213 cudc tan cong mang hudng
vao Viét Nam, trong d6 c6 3.930 cudc tan cong gia mao (phishing), 1.524 cudc tan
cong thay d6i noi dung (deface), 5.759 cudc tin cong phan mém doc hai (mailware).
Theo tong hop ciia Cuc An toan thong tin, nim 2023 ghi nhan 13.900 vy tan cong
an ninh mang vao cac hé théng tai Viét Nam. Cac muc tiéu chju nhiéu cudc tn
cong nhét 13 cac co quan Chinh phu, hé théng ngan hang, t6 chuc tai chinh, hé
théng cong nghiép va cac hé thong trong yéu khac.

Trong nhitng ndm qua ciing phat hién nhiéu “chién dich” tin cong mang co
cht dich nhim vao Viét Nam do cac nhdm tin tic nude ngoai hoat dong theo su chi
dao clia cac nha nude, chinh pht nude ngoai tién hanh. Muc dich ctia chiing nham
pha hoai hé thong thong tin lién lac, gy mat kiém soat thong tin, lam r6i loan hoat
dong lanh dao, diéu hanh, quan 1y kinh té, x4 hoi ctia co quan, t6 chirc; hodc rin de,
gdy strc ép vé chinh tri dbi v6i nude ta trude vu viée phirc tap, c6 lién quan dén quan
hé ngoai giao giita hai nudc. Pién hinh nhu vu tin tic nudc ngoai tan cong hé
thong mdy tinh ciia Hing hang khong Viét Nam Airlines va Hang hang khong
VietJet Air, chiém quyén diéu khién, thay d6i giao dién, thay thé file 4m thanh
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gdc, chén cac ndi dung xuyén tac lién quan dén tinh hinh bién, ddo. Bén canh do,
nhiéu hé thong thong tin clia cac doanh nghiép, tip doan 16n (nhu Cong ty Vién
thong Qudc té - don vi quan 1y vé tinh VINASAT 1, Tap doan Vién thong Quan
doi, Tap doan Dau khi quéc gia Viét Nam), co quan, ban, nganh cua Bang, Nha
nuéc (cac Vin phong Trung wong, Bo Tai chinh, Bo Ngoai giao) déu da timg bi
tin tic nudc ngoai xadm nhap, kiém soat, tan cong, thay doi co sé dit liéu, thu thap
bi mat nha nudec.

- T6i pham va vi pham phdp ludt trén khéng gian mang dién bién phirc tap,
gia tang vé sé vu, thi doan tinh vi, gdy thiét hai nghiém trong vé nhiéu mdt. Noi
1én thoi gian qua 13 viéc str dung khong gian mang dé lira dao chiém doat tai san;
danh bac va t6 chirc danh bac qua Internet; str dung khong gian mang dé mua ban
trai phép dir liéu ca nhan nguoi dung, mua ban trai phép vian bang, ching chi gia,
mua ban ma tuy, vii khi, vat li¢u nd; st dung khong gian mang dé hoat dong mai
dam, tan phat van hoa phém doi truy; hoat dong tin dung den qua mang; phat tan
virus, phén mém ddc hai gay thiét hai cho nguoi st dung,... Theo két qua dénh
gia an ninh mang do Tép doan cong ngh¢ Bkav thuc hién, trong ndm 2023, riéng
thiét hai do virus may tinh gy ra d6i voi ngudi dung Viét Nam ¢ mire 17.300 ty
dong (twong duong 716 triéu USD). BKAV ciing phat hién hon 15.000 phan mém
gian di€p trén dién thoai di dong ma ndi bat nhat 1a vu viée VN&84App, phﬁn mém
thu thap tin nhan OTP giao dich ngan hang di lay nhiém vao hang nghin
smartphone tai Viét Nam, thu thap dir li¢u cd nhan ngudi dung thuc hién cac giao
dich bat hop phap, chiém doat hang trim ty dong cua nguoi sir dung.

Cac dbi tegng hoat dong “tin dung den” trén mang c6 xu huéng nham vao
hoc sinh, sinh vién do day 1a ting 16p c6 tudi doi con tré, thiéu kinh nghiém sdng,
chua c6 kinh té, phu thudc gﬁn nhu tuyét ddi vao bd me, c6 nhiing hoc sinh, sinh
vién chiu 4p luc tir hoc phi, thué nha, khi phi sinh hoat,... nén dé roi vao by cia
cac doi tuong hoat dong “tin dung den”. Trd thanh nan nhan cua “tin dung den”
s€ anh hudng dén tinh than, kha nang hoc tap cua hoc sinh, sinh vién do phai doi
mat vdi ap luc tra ng. Khi khong co tién tra ng, cac em hodc phai xin tién bd me,
hodc phai ty tim dén con dudng dan toi hanh vi pham toi.

Hoat dong str dung mang xa hoi dé “livestream” budn ban cac san phém,
hang hoa nhép lau, hang khong rd ngudn gbe xuat xir, hang gia, hang cam dién ra
phd bién; hoat dong quang cdo truc tuyén dién ra tran lan trén céc trang tin dién
tir, mang xa hoi voi nhiéu noi dung vi pham phap ludt nhu co bac, mai dam; cong
tac quan 1y dang ky, str dung tai khoan vi dién tir, giam sat, kiém tra cac giao dich
truc tuyén trong thuong mai di€n tr con nhiéu han ché, dé bi cac d6i tuong loi
dung vao hoat dong xam hai an ninh, trat tu,...

- Su biing né ciia cdc thiét bi théng minh, tri tué nhén tao (Al), nhdt la iing
dung trén smartphone. Day 1a mdi de doa truc tiép dén an ninh mang, dén trat tur
an toan x4 hoi do nguoi dung cung cip qua nhiéu quyén truy cép, ciing nhu cung
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cép thong tin c4 nhan trén mang xa hoi, ung dung,... dan dén tinh trang bi chiém
doat, lgi dung vi pham phép luat. Pac biét, mbi de doa dén tir cac thiét bi [oT dang
1a vAn dé 16n, hién chua co giai phap tong thé dam bao an toan, an ninh mang, bao
vé bi mat nha nudc cho céc thiét bi IoT, do d6, nhiéu vu 16, lot thong tin c4 nhan
nhay cam, riéng tu,... da bi phat tan trén mang. Mac du cac co quan churc nang da
canh bao vé nguy co bi chiém doat thong tin, tai liéu song ngudi dung lai chu
quan, thiéu kién thirc, y thirc bdo mat nén tao diéu kién thuan lgi cho tin tic va
cac d6i tuong XAu tan cong, chiém doat, thu thap hinh anh, dir li€u c4 nhan su
dung vao muc dich bat chinh.

- Tinh trang lan tran, phé bién cdc théng tin gid, thong tin sai si thdt trén
mang. Theo théng ké ctia Trung tdm Xt 1y tin gia Viét Nam (VAFC) thudc Bo
Thong tin va Truyén thong, chi 6 thang sau khi thanh 1ap (ndm 2021), Trung tim
da nhan dugc hon 1,1 nghin lugt bdo cédo tin gid. Sau qua trinh xac minh, Trung
tam d4 cong bd dan nhén 38 tin gia, tin sai su that, trong d6 c¢6 nhiéu tin giy hoang
mang du luan, anh hudéng nghiém trong dén céac hoat dong kinh té, xa hoi, tiém an
nguy co gdy mat an ninh, trat tu ¢ trong nudc.

Tin gia gdy hiu qua, thiét hai vé& nhiu mit. Vé chinh tri, nhitng théng tin
xuyén tac chu truong, chinh sach cua Pang, Nha nudc; nhitng hanh vi gid mao
website, blog ctia co quan Pang, Nha nudc, cac dong chi lanh dao dé dang tin c6
thé anh hudng truc tiép dén hoat dong quan 1y, diéu hanh x3 hoi; gy mat uy tin,
anh hudng dén hinh anh cua Viét Nam trén trudng qudc té; 1am giam niém tin cta
quﬁn ching nhan dan vao su lanh dao cia Pang, su quan 1y, diéu hanh cta bd may
nha nude. Thyc té, trén mang xa hdi Facebook da tung xuét hién tai khoan gia
mao mang tén “Ban Tuyén gidao Trung wong Pang Cong san Viét Nam”, cung
hang trim blog gia mao cac dong chi 1anh dao Pang, Nha nudc dé dang tin nham
dinh huéng du luan, gay nhiéu loan thong tin, khién cu ddn mang khong phan biét
duoc thong tin that, gia. Vé kinh té, tin gia gay thiét hai truc tiép vé kinh té, c¢6 thé
lam dinh tré hoat dong san xuat, kha ning tiéu thu san pham cua doanh nghiép.
Tin gia ciing c6 thé 1am anh huong dén hoat dong binh thuong cta cic co quan,
t6 chuc, doanh nghiép kinh té, anh hudng dén tam 1y ciia nha dau tu, tac dong tiéu
cuc dén hoat dong cua cac loai thi truong (nhét 1a thi truong tai chinh, chung
khoan, thi truong bat dong san,...). Pién hinh nhu Sau khi co quan Cong an khoi
td, bat tam giam lanh dao tap doan FLC, Tan Hoang Minh, xuét hién nhiéu tin gia,
tin sai sy that lién quan dén thi truong ching khoan; cac tir khda nhu “vo no”, “s€
bi bit” duoc chia sé nhicu trén MXH, nhiéu bai viét duoc ca céc thé lyc thu dich
chia s¢ nhu “l0 danh sach 12 6ng lon bat dong san sép bi thanh tra, FLC, Tan
Hoang Minh, gio dén ai”; “sau FLC, Tan Hoang Minh sé& dén ai”, gdy hoang mang
cho nha dau tu, din dén ban thdo c6 phiéu, anh huéng nghiém trong dén thi
truong. Chi tinh 3 phién giao dich ngay 7,8,12/4/2022, VN Index gidam manh dudi
muc 1.500 diém, vén hoa HOSE mat 265.700 ty dong (twong duong 11,5 ty USD).
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Vé xd hgi, tin gia c6 thé tao du luan tidu cyc, gy hoang mang trong quan chiing
nhan dan; anh huéng dén tam 1y, hoat dong binh thuong cia ting ca nhan, anh
huéng truc tiép dén uy tin, danh dy, nhan phém, tham chi déy ho td1 nhitng hanh
vi tiéu cyc. Tin gia ciing gy chia r& trong cong ddng, hinh thanh cac nhom du
luan trai chiéu, tiém an nguy co dan dén nhitng xung dot xa hoi tiéu cuc, anh
huong tryc tiép dén an ninh, trat tu. Thyc té nhimg thong tin nhu “may bay roi tai
san bay No6i Bai”, “tré em nhap vién vi ngdc ddc thit lon ¢ chira thude an than”,
lam gia van ban chi dao cua Uy ban nhan dan Pa Ning nham tao con sbt dat,. ..
da gy ra nhiing bat on trong doi song x4 hoi. Hay noi bat thoi gian qua 12 tin gia
lién quan dén dich bénh Covid19, nhiéu thong tin sai sy that vé tinh hinh dich
bénh va cac bién phap phong, chéng dich bénh cua Chinh phu da dugc tao ra va
phat tan trén mang xa hdi khién mot bo phan nguoi dan cam théy bat an, nhiéu
ngudi con chuan bi cac phuong an tich trit luong thuc, thuc pham, di chuyén vé
qué dé tranh “phong toéa”,... gy phtic tap vé an ninh, trat ty ciing nhu hiéu qua
cong tac chong dich cta cac co quan chic nang. Poi véi an ninh quoc gia, cc thé
luc thu dich, phan tir co hoi, cuc doan, chdng ddi ting cudng hoat dong tan phat tin
gid xuyén tac tinh hinh kinh té, chinh tri, x4 hoi & trong nudc tur do chia r€, khoét
sau thém mau thuln gitra nguoi dan va chinh quyén; tip trung khai thac, tan phat
tin gia nhiing nhitng sy kién chinh tri thu hat su quan tim cua quan chiing nhan
dan, cac van dé gay birc xuc trong du luan, anh huong dén quyén loi, tim tu, tinh
cam cua déng dao quan chung nhan dan dé kéu goi, kich dong nguoi dan tap trung
dong nguoi, biéu tinh, gay r6i an ninh, trat ty. Dién hinh nhu nhirng tin gia, tin sai
su that lién quan dén ngan hang TMCP Sai Gon (SCB) sau khi ba Trwong My Lan,
Chu tich Hoi dong quén tri Cong ty c6 phan Tap doan Van Thinh Phat bi co quan
Cong an bt tam giam. Cac thong tin trén dd dan dén viéc ngudi dan O at rat tién,
lam thu tyc rat tién trude thoi han tai ngan hang SCB, gay ra tinh trang té liét cuc
bd va anh huong xau dén tim 1y cta nguoi din ca nude ddi véi hoat dong cua cac
ngan hang TMCP. Loi dung vu vi¢c trén, cac ddi tuong cling tao lap nhiéu nhom
facebook, zalo thu hiit hang ngan ngudi tham gia, kéu goi di biéu tinh tai cac diém
giao dich ctia ngan hang SCB, tiém an nguy co gdy mat an ninh, trat ty.

- Su 16 thudc ca phan cirng, phan mém va cong nghé bdo mdt, bao dam an
ninh hé thong théng tin cia Viét Nam vdo nude ngodi; tinh trang lam dung cac
phan mém, cong nghé bao mat hé thong khong c6 ban quyén, nhiéu 16 hong, nguy
co gy mat an ninh thong tin cao dién ra kha pho bién. Hau hét cong nghé, k thuat
va cac dich vy mang duoc st dung rong rai hién nay ¢ Viét Nam déu do nuéde ngoai
cung cap, c6 may chu dit tai nuéc ngoai. Thiét bi, cong nghé nhiéu rii ro ctia nudc
ngoai da tham nhap sdu vao hé théng mang 16i nhu tong dai, thiét bi quan 1y, dinh
vi thué bao, hé théng quéan 1y - diéu hanh mang. Trong khi d6, céng nghé bao mat
cua Viét Nam phén 16m lac hau, chua dugc quan tam dau tu ding mirc. biéu nay
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tiém 4n nguy co mat kiém soat an ninh thong tin, hé théng thong tin dé bi tan
cong, xam nhap tir nhiéu hudng.

Hién nay, linh kién dién ti, thiét bi cong nghé thong tin, dic biét 1a thiét bi
thong minh gia ré tai Viét Nam déu c6 ngudn gdc tir nudc ngoai, chira nhiéu 15
hong bao mat hodc cai sin cac tai khoan truy cip “ctra hau” (backdoor), khién
Viét Nam ludén nam trong danh sach cac qudc gia bi anh hudng bdi cac “mang
may tinh ma” (botnet) 1on nhat thé giéi.

- Xudt hién nhiéu 16 hong, diém yéu dé bi tin cong trén hé thong thong tin,
nhdt la hé thong mang 16i, hé thong théng tin quan trong vé an ninh quoc gia; tinh
trang 16, mat bi mat nha nudc qua hé thdng thong tin, khai thac, str dung trai phép
co s& dir lidu, tai nguyén thong tin quéc gia, dir liéu ca nhan nguoi dung dién bién
phirc tap. Qua ra soat cho thay, hau hét cac cong thong tin, trang tin dién tir ciia co
quan Pang, Nha nudc Viét Nam tdn tai 10 héng bao mat, hang tri¢u dia chi IP cua
Viét Nam thuong xuyén nam trong danh sach den cua cac to chire qudc té; nhiéu
camera IP ton tai cac diém yéu va 1o héng bao mat co thé bi khai thac, loi dung.

Cung v6i do, do cha quan, so ho, thiéu sot trong bao v¢ bi mat nha nudc,
mot sb co quan, td churc, can bo, dang vién da dang tai, tra 101 phong van, gui,
nhan, soan thao, luu gift, thong tin thuéc pham vi bi mat nha nudce qua cadc phuong
tién truyén thong dai chiing, mang xa hoi, may tinh c6 két ndi Internet,... dan dén
16, mat bi mat. Tir 2016 dén 2023, ca nudc xay 608 vu 16, mat bi mat nha nudc
vo1 hon 2.160 tin, tai liéu khac nhau, trong d6 hinh thuc 10, mét bi mét nha nude
cht yéu 13 qua cac phuong tién thong tin, truyén thong, nhat 1a qua mang Internet
(chiém ty 1& 75%). Tinh trang khai thac, st dung trai phép co so dit liéu, thong tin
ca nhan nguoi dung dién bién phtrc tap, nhét 14 hoat dong cua cac doanh nghiép,
t6 chirc, ca nhan mua ban, st dung trai phép thong tin c4 nhan cac thué bao dién
thoai di dong; tinh trang khai thac, sir dung trai phép thong tin, hinh anh cia to
chtrc, ca nhan dé quang cao vi muc dich thuong mai; facebook va google thong
qua cac dich vy, ing dung thu thép trai phép hinh anh, thong tin ¢4 nhan cia nguoi
dung,... Thang 3/2018, Facebook di dé 16 dir liéu ca nhan dé mot nha phat trién
ban lai cho Cong ty Cambridge Analityca, dan téi 87 triéu dit liéu thong tin nguoi
dung bi 19, trong d6 c6 427.466 tai khoan ciia nguoi dung Viét Nam. Cuc An ninh
mang va phong, chéng t6i pham sir dung cong nghé cao thudc Bo Cong an di phat
hién, xtr Iy nhiéu vy viéc mua ban trai phép dit liéu ca nhan. N6i bat 1a phat hién,
xtr Iy ddi twong rao ban trai phép dit liéu cta hon 25 triéu nguoi cai dat ing dung
“S6 stre khoe dién tir”, rao ban thong tin cia 35,6 triéu khach hang Tap doan Pién
Iuc Viét Nam; phét hién dién dan trén mang rao ban 17GB dit liéu 1a anh chup cin
cude cong dan co gan chip méi duoc cap phat cia ngudi dan & Viét Nam,. ..

- Y thire nguoi ding vé cdc nguy co gdy mat an ninh, an toan théng tin yéu
kém,; nang luc tw chu, tw bao vé truoc cac thong tin xdu, doc hai thdp, dé bi kich
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dong boi cac luan diéu sai trai trén khong gian mang. Nhiéu thong tin gia, thong
tin gdy nhiéu, thong tin xau, doc hai dé dang duoc ngudi dan tiép nhan, chia sé.

- Chinh sdach, phdp ludt chia dong bé, chua tao dwoc hanh lang phdp 1y
vitng chdc cho dam bdo an ninh théng tin, chua c6 co ché thong nhét trong dau
tranh chdng thong tin xau, doc hai, phan bac cic quan diém sai trai, thu dich.
Trong khi d6, day 1a vin dé ma hau hét cac qudc gia trén thé gidi dang dic biét
quan tim. Trung Qudc xay dung hé théng tuong lira qudc gia, kiém soat théng tin
xau, doc hai trén Internet bang cach phat hién va ngan chin ngay khi ching xam
nhap vao khong gian mang cua Trung Qudc. Singapore, Malaysia 1ap céc trang
thong tin dién tir dé cong chiing kiém tra tinh xac thuc cia thong tin. Indonesia
thanh 1ap co quan ma hoa va an ninh mang qubc gia nham ngan chén tin tic gia
trén cac phuong tién truyén thong. Philippin ban hanh dao luat méi xac dinh viéc
truyén ba thong tin x4u, doc hai 14 t6i hinh sy va bi xir phat nghiém ngat hon.

- Sue thiéu hut nghiém trong nguén lic dam bdo an ninh mang, cd vé con ngueoi,
tai chinh va dau tw cong nghé phuc vu quan tri, diéu hanh hé thong mang. Viét Nam
hién chua ¢ co s& dao tao chuyén sau vé an ninh mang. Ngay 14/01/2014, Thu
tuéng Chinh phu dd phé duyét dé an “Dao tao va phat trién d6i ngii chuyén gia an
toan, an ninh thong tin dén 2020” song muc tiéu ctia dé an chi nham dap ung yéu
cdu ctia cac co quan, to chirc, doanh nghiép vé bao dam an ninh, an toan thong
tin, chua c6 dinh hudéng vé ddo tao chuyén gia an ninh mang, chua dap tmg duoc
thuc té nhiém vy bao vé an ninh qué)c gia trén khong gian mang, bdo dam an toan
hé théng mang thong tin trong yéu qudc gia. Theo Vietnam Works, Viét Nam hién
tai thiéu hut khoang 78.000 nhan luc IT mdi nim va dén 2022 d3 thiéu hon
700.000 nhan lyc IT.

Thuc té néu trén d4 1am xuat hién nhiéu nguy co de doa dén an ninh mang
ctia Viét Nam ¢ ca bén trong va bén ngoai, anh hudng tiéu cuc dén phong, chong
to1 pham sur dung cong ngh¢ cao va t€ nan xa héi ¢ Viét Nam. O trong nudc, trudc
hét 1a nguy co tut hau vé cong nghé, 1€ thudc vao cong nghé cia nudc ngoai, nhét
la hé théng mang 161; sy 1¢ thudc vao phﬁn mém hé théng, dich vu thong tin cta
nudc ngoai (nhét 1a dich vu mang xa hoi) dan t6i mat cha quyén noi dung s, tai
nguyén thong thong tin vé cac cong ty cong nghé nudc ngoai ngdy cang nghiém
trong hon; cac ddi tuong co hoi, chéng ddi chinh tri trong nudc, nhét 1a cac dbi
tugng chong ddi trong ton gido triét dé sir dung mang xa hoi tan phat thong tin
gay 16i ndi bo, kich dong biéu tinh, bao loan.

O bén ngoai, cac nudc ¢ chinh sach thu dich voi chil nghia xa hoi, c6 y d6
banh truéng ba quyén, gay anh hudng véi Viét Nam triét dé st dung khong gian
mang dé tac dong, can thi¢p ndi by, hudng 1ai chinh sach, thao ting du luan, thic
day “cach mang mau” ¢ Viét Nam; xam pham doc 1ap, chi quyén quéc gia trén
khong gian mang, tién hanh chién tranh thong tin d6i véi Viét Nam. Cac to chirc
phan dong luu vong, khing bé ting cuong hoat dong tan cong, pha hoai hé théng
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thong tin quan trong vé an ninh qudc gia; sir dung khong gian mang dé tan phat
thong tin x4u, doc hai, kich dong biéu tinh, bao loan; hinh thanh cac hdi, nhém,
cac to chure chinh tri d6i 1ap,... Cac td chure tin tic, to chirc toi pham thuc hién cac
cudc tan cong mang tu phat, don 1¢é hodc c¢6 chu dich nham vao hé théng thong tin
trong yéu quéc gia, lam té 1i€t, gdy gian doan hoat dong lanh dao, chi dao, diéu
hanh, quan 1y kinh té-xa hoi cta cac co quan Pang, Nha nudc, xam hai truc tiép
dén quyén, loi ich hop phép cua t6 chirc, ¢4 nhan.

III. MOT SO KHUYEN CAO VOI HQOC SINH, SINH VIEN TRONG BAO
VE AN NINH MANG VA PHONG, CHONG TQI PHAM SU DUNG CONG
NGHE CAO

1. Nang cao nhén thirc, y thirc chiap hanh phap luit vé bio vé an ninh
mang va phong, chong tdi pham sir dung cong nghé cao.

a. Chd'p hanh nghiém cac hanh vi bi cam dwoc quy dinh tai diéu 8 Ludt An
ninh mang.

- Khéng sir dung khong gian mang dé thuc hién hanh vi sau day:

+ Pang tai cac thong tin ¢6 ndi dung vi pham phap luat: (1) Thong tin trén
khong gian mang c6 ndi dung tuyén truyén chong Nha nudc Cong hoa xa hoi chu
nghia Viét Nam (bao gdm: Tuyén truyén xuyén tac, phi bang chinh quyén nhan
dan; Chién tranh tdm 1y, kich dong chién tranh xam lugc, chia 18, gay thu han gilra
cac dan tdc, ton gidao va nhan dan cac nudc; Xac pham dan tdc, quéc ky, quéc
huy, qudc ca, vi nhan, lanh tu, danh nhan, anh hung dan toc); (2) Thong tin trén
khong gian mang c6 ndi dung kich dong gay bao loan, pha rdi an ninh, giy roi trat
tu cong cong (bao gé)m: kéu goi, van dong, xui giuc, de doa, gy chia ¢, tién hanh
hoat dong vii trang hodc dung bao lyc nham chdng chinh quyén nhan dan; kéu
goi, van dong, x1i giuc, de doa, 161 kéo tu tap dong nguoi gay roi, chéng nguoi
thi hanh cong vu, can trd hoat dong ciia co quan, t6 chirc gdy mat 6n dinh vé an
ninh, trat ty). (3) Thong tin trén khong gian mang c6 ndi dung 1am nhuc, vu khéng
(bao gdm: Xuac pham nghiém trong danh dy, uy tin, nhan phdm cta ngudi
khac;Thong tin bia dat, sai sy that xam pham danh du, uy tin, nhan phrflm hoac
gay thiét hai dén quyén va loi ich hop phép cta co quan, t6 chirc, ca nhan khac).
(4) Théong tin trén khong gian mang c6 ndi dung xam pham trat ty quan 1y kinh té
(bao gém: Thong tin bia dat, sai sy that vé san phém, hang hoa, tién, trai phiéu,
tin phiéu, cong trai, séc va cac loai giéy to co gid khac; thong tin bia dat, sai su
that trong linh vyuc tai chinh, ngan hang, thwrong mai dién tir, thanh toan dién ti,
kinh doanh tién t&, huy dong von, kinh doanh da cip, chung khoan); (5) Thong
tin trén khong gian mang c6 ndi dung bia dat, sai sy that gdy hoang mang trong
Nhan déan, gay thiét hai cho hoat dong kinh té - x4 hoi, gay kho khin cho hoat
dong cua co quan nha nude hodc ngudi thi hanh céng vu, xdm pham quyén va loi
ich hop phép ciia co quan, to chirc, c4 nhan khéc.

+ Thuc hién hanh vi gian di¢p mang; xam pham bi mat nha nudc, bi mat
cong tac, bi mat kinh doanh, bi mat ca nhan, bi mat gia dinh va doi séng riéng tu
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trén khong gian mang bao gom: (1) Chiém doat, mua ban, thu gii, c6 ¥ 1am 16
thong tin thudc bi mat nha nudc, bi mat cong tac, bi mat kinh doanh, bi mat ca
nhan, bi mat gia dinh va doi séng riéng tu gay anh huéng dén danh du, uy tin,
nhan pham, quyén va loi ich hop phap cta co quan, to chirc, ca nhan. (2) C6 ¥
x0a, lam hu hong, that lac, thay dbi thong tin thudc bi mat nha nudc, bi mat cong
tac, bi mat kinh doanh, bi méat c4 nhan, bi mat gia dinh va doi séng riéng tu duoc
truyén dua, luu trit trén khong gian mang. (3) C6 ¥ thay d6i, huy bo hodc lam vo
hiéu hoa bién phap k¥ thuat duoc xay dung, 4p dung dé bao vé thong tin thude bi
mat nha nudc, bi mat cong tac, bi mat kinh doanh, bi mat ca nhan, bi mat gia dinh
va doi soéng riéng tu. (4) Pua 1én khong gian mang nhiing thong tin thudc bi mat
nha nudc, bi mat cong tac, bi mat kinh doanh, bi mat c4 nhan, bi mat gia dinh va
doi séng riéng tu trai quy dinh ctia phap luat. (5) C6 ¥ nghe, ghi am, ghi hinh trai
phép cac cudoc dam thoai. (6) Hanh vi khac cd ¥y xam pham bi mat nha nudc, bi mat
cong tac, bi mat kinh doanh, bi mat ca nhan, bi mat gia dinh va doi séng riéng tu.

+ Tb chire, hoat dong, cau két, xui giuc, mua chudc, Itra gat, 161 kéo, dao
tao, huan luyén nguoi chong Nha nudc Cong hoa xa hoi chu nghia Viét Nam;

+Xuyén tac lich str, phi1 nhan thanh tyu cach mang, phé hoai khdi dai doan
két toan dan tdc, xtc pham tén gido, phan biét ddi xtr vé gid1, phan biét chung toc;

+Thong tin sai su that gdy hoang mang trong Nhan dan, gay thiét hai cho
hoat dong kinh té - xa hoi, gay khé khan cho hoat dong ctia co quan nha nudc
hodic ngudi thi hanh cong vu, xAm pham quyén va loi ich hop phap cta co quan,
td chirc, c4 nhan khac;

+ Hoat dong mai dam, t¢ nan xa hoi, mua ban nguo1; dang tai thong tin dam
o, ddi truy, to1 4c; pha hoai thuan phong, m¥ tuc cua dan tdc, dao dirc xa hdi, stc
khoe ctia cong dong;

+ Xi giuc, 161 kéo, kich dong ngudi khac pham toi.

- Khong thuc hién tin cong mang, khing bd mang, gian di€ép mang, to1
pham mang; gay su cd, thn cong, xam nhap, chiém quyén diéu khién, lam sai léch,
gian doan, ngung tr¢, t&€ 1i€t hodc pha hoai hé théng thong tin quan trong vé an
ninh qudc gia.

- Khong san xuit, dua vao st dung cong cu, phuong tién, phﬁn mém hodc
co hanh vi can trd, gay roi loan hoat dong cia mang vién thong, mang Internet,
mang may tinh, hé thong thong tin, hé théng xir Iy va diéu khién thong tin, phuwong
tién dién tir; phat tan chuong trinh tin hoc giy hai cho hoat dong ctia mang vién
thong, mang Internet, mang mdy tinh, hé thong thong tin, hé théng xir 1y va diéu
khién thong tin, phuong tién dién tir; xAm nhap trai phép vao mang vién thong,
mang may tinh, hé thong thong tin, hé thong xir 1y va diéu khién thong tin, co sé
dir liéu, phuong tién dién tir cia nguo1 khac.
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- Khong chéng lai hodc can tré hoat dong cua luc lugng bao v€ an ninh
mang; tan cong, vo hi¢u hoa trai phap luat lam mat tac dung bién phap bao v¢ an
ninh mang.

b. Thiee hién tot cac quy dinh trong B quy tdc vmg xit trén mang xa héi.

- Cdc quy tdc iing xir chung:

Quy tic ton trong, tuan thi phap luat: Tudn tha phap luat Viét Nam, ton
trong quyén va loi ich hop phap cua té chire, ca nhan.

Quy tic lanh manh: Hanh vi, tng xi trén mang xa hoi phu hop véi cac gia
tri dao dtrc, van hoa, truyén thong tot dep ctia dan toc Viét Nam.

Quy tic an toan, bao mat thong tin: Tuan thi cac quy dinh va hudng din vé
bao v¢ an toan va bao mat thong tin.

Quy tac trach nhiém: Chiu trach nhiém vé cac hanh vi, ung XU trén mang
x3 hoi; phéi hop véi cac co quan chire nang dé xtr 1y hanh vi, ndi dung thong tin
vi pham phap luét.

- Quy tdc vng xit cho cd nhan:

Tim hiéu va tudn tht cac diéu khoan huéng dan st dung ctia nha cung cip
dich vu mang xa hdi trude khi dang ky, tham gia mang xa hoi.

Nén st dung ho, tén that ca nhan, tén hi¢u that cua t chire, co quan va dang
ky v&i nha cung cép dich vu dé xéac thuc tén hiéu, dia chi trang mang, dau moi
lién lac khi tham gia, sir dung mang xa hai.

Thuc hi¢n bi¢n phdp tu quan 1y, bdo mat tai khoan mang xa hdi va nhanh
chong thong bao t6i cac co quan chirc ning, nha cung cap dich vy khi tai khoan
c4 nhan bi mét quyén kiém soat, bi gid mao, loi dung va st dung vao muc dich
khong lanh manh, anh huéng dén ANQG va TTATXH, anh huong dén quyén va
loi ich hop phap cua to chirc, ca nhén.

Chia sé thong tin ¢6 nguén chinh thdng, dang tin cy.

C6 céac hanh vi, ing xtr phtt hop v6i nhirng gia tri dao duc, vin hoa, truyén
théng cua dan tdc Viét Nam; khong st dung tir ngir gdy thu han, kich dong bao
luc, phan biét ving mién, gidi tinh, ton gido.

Khong dang tai nhiing ndi dung vi pham phap luat, cac thong tin xic pham
danh du, nhan phidm anh huéng dén quyén va loi ich hop phép cta céc to chic,
ca nhan khac; sir dung ngdn ngit phan cam, vi pham thuan phong my tuc; tung tin
gia, tin sai sy that; quang cédo, kinh doanh dich vu tréi phép,... gay birc xuc trong
du luan xa hoi, anh hudéng dén trat tu an toan xa hoi.

Khuyén khich str dung mang x4 hoi dé tuyén truyén, quang béa vé dat nude,
con nguoi, van hoa tbt dep cua Viét Nam, chia sé thong tin tich cuc, nhirng tam
guong ngudi tot, viée tot.

Van dong nguoi than, gia dinh, ban be, nhiing ngudi xung quanh tham gia
g1ao duc, bao v¢ tré em, tré vi thanh nién sit dung mang xa hoi mot cach an toan,
lanh manh.
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2. Ky nang sir dung mang Internet, mang xa h¢i an toan

- Dam bdo an toan cho thiét bi:

Cai dat xac thuc dang nhap thiét bi bﬁng mat khau, sinh tric hoc (van tay,
khuon mit) hodc thiét bi vat 1y (token key).

Thudng xuyén cap nhat hé diéu hanh va phan mém.

Than trong khi cai dit cac phan mém mdi, chi cai nhimg ing dung that can
thiét. Trude khi cai dit cAn xem xét k§ cac quyén ma tng dung yéu cau, chi cai
g dung v6i nhitng quyén pht hop vai chitc ning cua tng dung, han ché cai cac
ung dung yéu cau quyén nhay cam (truy cdp danh ba, tin nhén, cudc g01, camera,
vi tri, bd nhg,...). Chi cai ing dung tir chg ting dung chinh thirc hodc tai tir trang
chu ctia hang (cac cong ty co6 uy tin).

Khong cai cac ung dung, phan mém c6 nguén goc khong rd rang; phan
mém di chinh sira (crack).

Khéng cai cac tién ich (addons), phan mo rong (extensions) cua trinh duyét
web khong rd ngudn goc, c¢6 cac tinh niang thu thap cookie, token, mat khau caa
mang x3 hoi, khong ghi nhé mat khau trong trinh duyét.

Bao mat chit ché tai khoan quan 1y thiét bi (Apple, Google. Microsoft).

Can trong khi st dung dich vu luu trir va déng bo trén ddm may.

St dung tudng ltra, cac phan mém bao mat, phan mém diét virus: Windows
Defender, AVG Antivirus, Kaspersky Internet Security, 360 Mobile Security,...

Phong, chéng tAn cong, xam nhap, cau nhir: Khong cai dat, mo cac file, truy
cap cac link khong rd ngudn gdc; trudng hop bat budc phai mé phai co giai phap
dam bdo an ninh, an toan (ra quét virus, st dung may 4o, may trung gian khong
két ndi mang,...); han ché str dung Internet cong cong trén cac thiét bi.

- Dam bao an toan cho tai khoan mang xa hoi:

St dung mat khdu manh (mat khau c6 dai trén 8 ky tu, nén bao gém chir
thuong, chir hoa, s, ky tu dac bi¢t khong nam trong danh sach cac mat khau
thuong st dung, da bi 16 trén Internet).

Thiét 1ap xac thyc 2 budc cho tai khoan (facebook, email,...), c6 thé gui
mi xac thuc (OTP) thong qua SMS hodc uu tién sir dung ma 2FA dé xac thuc
email hodc sir dung phan mém sinh ma ty dong (Google Authenticator, Microsoft
Authenticator,...) hodc str dung email khoi phuc 13 tai khoan gbc cua ca nhan dé
hd tro khoi phuc, bao mat tai khoan.

Bao mat thong tin, tai khoan phuc hoi (email, s6 dién thoai): khong cong
khai s6 dién thoai, email, ngay thang nim sinh dung dé dang ky tai khoan
Facebook.

Thiét lap cai dat bao mat, quyén riéng tu: cai dat xac thuc 2 16p hodc dat
ché d¢ riéng tu cho cac thong tin cAn bao mat (s6 dién thoai, email).

Tao canh bao ding nhap (Login Alerts) dé nhan thong bao mdi khi tai khoan
dugc dang nhap tir mdt may tinh hodc thiét bi la.
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Tao xét duyét dang nhap (Login Approvals): khi kich hoat tinh nidng nay,
mdi lan dang nhap vao tai khoan Facebook hay Gmail tir mdt thiét bi, trinh duyét
khac hodc chua tung st dung trude do, Facebook, Gmail s€ giri mdt doan ma xac
thuc hodc bat cira s6 canh béo (trén thiét bi tin cay ma nguoi dung dang stir dung),
ngudi ding phai nhap ma hodc chon dong y dé xac thuc va sir dung.

Thiét 1ap chon ban bé dé lién hé khi khong ding nhap dugc nham muc dich
khoi phuc lai mat khau Facebook.

Thoat cac phién dang nhap tai khoan tur xa trong truong hgp quén khong
dang xudt trén mot thiét bi khac.

Luon dé y cac thong bao dang nhap, néu c6 bat thudng can hily ngay phién
dang nhap do.

Thudng xuyén kiém tra dia diém dang nhap va nhat ky hoat dong dé phat
hién cac hoat dong bat thuong.

- Pam bdo an toan khi két noi:

Thén trong khi ddng nhap tai khoan tir cac rng dung, trinh duyét khong
tin cdy.

Than trong vdi céac trao luu maoi ndi trén mang xa hdi ma yéu cau click va
dang nhap vao duong link hodc sir dung app nao dé khong dang tin cay.

Tranh truy cap wifi cong cong. Tin tic c6 thé gia mao mang wifi twong tu
nhu wifi cong cong hién tai dé 161 kéo ngudi dung ding nhap. Sau d6 bang cac
cong cu bién dich ching c6 thé doc duoc dit liéu trao d6i gilra thiét bi di dong va
mang wifi.

Tranh ding nhip & nhiéu thiét bi, sit dung nhiéu dudng truyén két ndi
Internet khac nhau.

3. Ky nang nhén dién tin gii, tin sai sy that trén Internet, mang xa hoi.

Tin gia c6 thé duge hiéu 1a nhitng thong tin khong co that, khong chinh xac,
chua duoc kiém ching, kiém duyét, xuat hién sai 1éch vé ndi dung, dugc phat tan
rong rdi qua nhiéu hinh thirc, phuong tién khac nhau, xAm hai truc tiép dén loi ich
hop phép ctiia Nha nudc, quyén va loi ich hop phéap cia cic co quan, to chirc va
ca nhan.

Tin gia bao gém: (1) Nhitng thong tin hoan toan khong c6 that, tin bia dit,
vu khong duoc lan truyén trong xa hoi va trén khong gian mang. (2) Nhiing thong
tin c6 mot phén su that nhung khong hoan toan chinh xéc, bi xuyén tac, bop méo
duogc lan truyén trong xa hoi va trén khong gian mang.

Cach nhan biét tin gia:

- Tang cuong su dé phong, tinh canh gidc clia ban than khi tiép xuc véi
thong tin duoc lan truyén trén khong gian mang. Ludn cd quan diém tham khéao
khi str dung thong tin trén khong gian mang, nhat 1a thong tin duoc chia sé boi
mang x3 hoi, chi thé khong rd ngudn gdc, khong xac thuc.
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- Néu 1a nhing thong tin dang chd ¥, thudc linh vuc can quan tdm thi can
chu y tiéu dé bai viét. Tin gia thuong c6 tiéu dé hap dan, giat gan, viét in hoa kém
déu ky tu mang tinh chat khiang dinh, thuong c6 vé kho xay ra trong thuc té nhung
duoc viét dudi dang khﬁng dinh dé thu hat sy cha ¥ ctiia nguoi doc.

- Kiém tra duong din lién két. Puong din URL chta tin gia thuong gia
mao gan giong céc trang tin chinh thong. Can kiém tra k§ muc “Lién hé” hoic
“Gi6i thiéu” trén trang tin dé tim kiém thong tin vé c4 nhan hoic t6 chirc ding
sau, xac dinh mirc do tin tuéng théng qua cac théng tin duoc dé cap nhu: Chirc
danh, chirc vu, hoc ham, hoc vi, mtrc d6 phan hoi cta nguoi dung, tinh xac thuc
cua dia chi.

- Kiém tra cau tric ngit phap, thé thirc van ban, hinh anh dugc sir dung. Tin
gia thuong khong duoc chii trong vé ciu trac ngit phép, thé thirc vin ban, dé c6
16i chinh ta va ngit phap, khong théng nhat. Hinh anh sir dung trong bai viét da
phan 13 anh trén mang hodc dugc chinh stra cho phu hop voi ndi dung ngudn tin.
Can kiém tra xem anh c6 ton tai trén khong gian mang thong qua tinh ning
“Search Google for image”.

- Kiém tra mdc thoi gian, luan cu, luan chirng dugc str dung trong bai viét.
Tin gia dugc bién soan va dinh dang mdc thoi gian khong tring véi thue té, do
d6, can xem k¥ cac méc thoi gian, su kién co trong ndi dung tin va thoi gian dang
tai. Vé cac luan ct, luan ching trong bai viét, thong thuong cac tin gid duogc tao
ra dugc dua trén mot cau chuyén, tinh tiét c6 thuc nhung duoc lam gid & nhiing
ndi dung quan trong nhat.

- Ludn kiém tra chéo thong tin voi cac website uy tin khac.

4. Ky nang nhin dién va phong ngwa t0i pham sir dung khong gian
mang lira dao chiém doat tai san.

Céc thii doan thuong gip trong cac vu str dung khong gian mang dé lira dao,
chiém doat tai san: (1). Gia danh (Cong an, Vién kiém sat, Toa an) dé hu doa,
thong bao phat ngudi, nang cp tai khoan thyc hién cac dich vu cong,... (2) Bay
tinh (yéu duong qua mang) giri gbi qua, yéu cau dong phi. (3) Hack Zalo,
Facebook (gia ngudi than, ban bé..) dé vay muon tién. (4) Tuyén nhan vién ban
don hang trén mang. (5) Lap san giao dich tién 4o (ngoai héi, ching khoan,
bitcon..) dé ltra dao. (6) Thong béo trung thuong, ban hang gia ré trén mang. .. sau
d6 chiém doat tai san. (7) Cung cap dudng link mua, ban hang truc tuyén, chuyén
tién lam tir thién,... dé lra déo chiém doat tai san. (8) Giad nhan vién ngan hang
nang cap APP, nhan vién nha mang nang cip sim 4G, gia mao can b Vién thong,
Cuc Buu chinh yéu cau cung cap céc thong tin.. dé lira dao chiém doat tai san. (9)
Gia mao co quan Bao hiém x4 hoi, chuyén tién lam tr thién... nham chiém doat
tai san. (10) Vay tién qua AP trén mang, goi dién quiy réi, khung bd dién thoai
nguoi vay, nguoi than, ban be cua nguoi vay,...

Khi gip céc tinh hudng trén, phuong huéng xu 1y chung 1a: (1) Khong ham



21

mudn nhitng tai san, vat chat “ty nhién ma c6”. (2) Khong cung cap thong tin ca
nhan, ma OTP cho ngudi khac. (3) Khong nhap vao nhiing dudng link la trén tin
nhéin va mang xa hoi. (4) Khong chuyén tién cho nguoi la, goi dién thoai xac thuc
trude khi chuyén. (5) Khong thuc hién bat cit yéu cau chuyén tién nao tir ngudi
tu xung 1a cac co quan chirc ning. (6) Ludn trao doi, tim kiém 161 khuyén, tu van
tir nguoi than, ban beé.

X Iy mot 6 tinh hudng cu thé:

- Thii doan: Két ban, lam quen trén mang xd hoi.

Péi twong nguoi nude ngoai hodc gia lam nguoi nude ngoai, st dung mang
x4 hoi nhu Facebook, Zalo,...két ban lam quen vo1 nguoi bi hai, danh nhiéu thoi
gian tro chuyén tao sy tin tuéng; Sau mot thoi gian thong bao giri qua 1a tién hodc
tai san co gia tri 1on; Dién thoai nguoi Viét Nam gid danh nhan vién san bay, hai
quan, thué, ... yéu cau nguoi bi hai ndp tién dé nhan duoc qua, tao nhiéu 1y do dé
bi hai ndp tién nhiéu lan. Cat dat lién lac khi hét ngudn tién hoic bi nghi ngd.

Khuyén cdo: Co thé quen biét, két ban véi ngudi nude ngoai qua mang xa
hoi nhung khong nén giri, chuyén tién dé dong cac loai phi vao tai khoan do ddi
tugng cung cap voi bat ctr Iy do gi.

- Thu doagn: Gia danh can by Cong an, Vién kiém sat, toa dn, co quan nha
nude. Doi tuong thong bao bi hai lién quan dén vu an dang diéu tra, roi ndi may
dén doi tuong khac gia danh 1a ngudi clia co quan tu phap dé khai thac thong tin
c4 nhan va tai khoan ngan hang. Ddi twong ty xung 1 nhan vién buu dién thong
bao bi hai dang ng tién cudc dién thoai hodc co6 buu pham lau ngay khong dén
nhan. Dbi twong thong béo bi hai thiéu ng tién ngan hang do ngudi khac ldy CCCD
dang ky mo tai khoan ngan hang. Pién thoai thong bao co giao dich tién vao tai
khoan nhung bi treo, yéu cau cung cip thong tin dang nhap, mat khau va ma OTP
dé nhan tién. Yéu cau bi hai chuyén tién vao tai khoan chi dinh dé kiém tra nguén
géc roi s& tra lai hodc de doa néu khong chuyén sé bj bat giam. Hudng dan bi hai
tai phin mém “Bo Céng an” gia mao dé cung cp thong tin sau d6 chiém doat
quyén sir dung tai khoan,.. .

Khuyén cdo: Co quan Cong an, Vién kiém sat, Toa an khong yéu cau
chuyén tién vao tai khoan c4 nhan vi bat ctr 1y do gi. Moi trudng hop déu 1am viée
tai try s¢ co quan nha nudc. Khi cé sb dién thoai la lién lac thong bao c6 lién quan
dén toi pham va yéu cdu cung cap thong tin ¢4 nhan hodc chuyén tién thi tuyét doi
khong chuyén, thong bao cho nguoi than, gia dinh va trinh bao véi co quan Cong
an noi gan nhat. Khong cung cap thong tin ca nhan cho ngudi khong quen biét,
yéu cau duoc lam viée truc tiép.

- Thii doan: Vay tién qua App. Mao danh ngan hang, nhan vién ngan hang,
cong ty tai chinh ding tai thong tin hd trg vay tién online, giai ngan nhanh trén
mang xa hoi voi thu tuc nhanh gon, khong can thé chép tai san. Huong dan nguoi
dan truy cap vao website hodc tmg dung dién thoai dé 1am thu tuc. Thong bao
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ngudi dan cung cap sai thong tin nén hé thdng bao 16i khong thé giai ngan. Bé
nghi bi hai ndp cac khoan phi dé 1am lai thu tuc vay 161 chiém doat s tién.

Khuyén cdo: Khong vay tién online tir cac tng dung khong rd ngudn gdc.
Néu c6 nhu cau vay tién thi lién hé va dén truc tiép ngan hang, cac t6 chic tin
dung gan nhat dé duoc hd tro. Tuyét ddi khong cung cAp ma OTP cho ngudi khéc
khi str dung tai khodn ngan hang.

- Thii doan: Gid danh nguoi than nho chuyén tién roi chiém doat. i tugng
1ap tai khoan mang xa hoi hodc chiém doat quyén quan tri tai khodn mang xa hdi
(hack) ctia ngudi khac. Nhan tin cho ngudi than, ban bé trong danh sach lién lac
hoi vay tién hodc nho chuyén tién, khi nguoi than goi lai bang video thi hinh anh
nhoa hodc nhiéu sau do bi tit ngay do mat song.

Khuyén cdo: Goi dién truc tiép cho nguoi than dé xac minh trudc khi
chuyén tién (goi s sim, khong goi qua cac tng dung mang).

- Thii doan: Nhan tin tring thuéng. D6i tuong st dung facebook, tin nhin
dé giri thong bao cho bi hai thong bao tring thudng tai san hodc tién mit co gia
tri 16n. Yéu cau nguoi bi hai nap tién qua thé dién thoai hoac chuyén qua tai khoan
ngan hang dé 1am thu tuc nhan thuong; hudng dan truy cip vao cac dudng link
giri kém dé khai bao thong tin ngudi nhan thuong.

Khuyén cdo: Khong thyc hién chuyén tién hay nap tién qua thé dién thoai
vi ly do nhan thuéng. Khong truy cip vao cac duong link dugc dinh kém trong
cac tin nhin la, khong thyc hién thao tac trén dién thoai theo ci phap dugc hudng
dan bai nguoi la. Tuyét ddi khong cung cip ma OTP cho nguoi khac khi str dung
tai khoan ngan hang.

- Thit doan: Kinh doanh da cdp qua cdc san giao dich tién do, san ngoai
héi hodc dau tw ddo tién ky thudt sé. Pbi tugng 13p ra cac website tai chinh, ing
dung c6 giao dién twong ty nhu san dau tu tai chinh quéc té roi 161 kéo ngudi tham
gia. Cam két nguoi choi ¢ thé rat von bat ky luc nao, khong can dau tu tri tug,
thoi gian, kéu goi dugc thém ngudi s& co hoa hdng. Sau mot thoi gian san thong
bao dimg hoat dong dé bao tri hodc 16i khong truy cap dugc. Khach hang khong
dang nhap duoc dé rit tién hodc mat hét tién k¥ thuat sé trong tai khoan.

Khuyén cdo: Khong tham gia vao cac san giao dich tién o, tién ngoai hoi
khi minh khong hiéu 13, khong c6 kién thirc vé van dé nay.

- Thii doan: Kiém tién online qua App. Dbi tuong 1ap ra cac app kiém tién
(nhu Pchome, Shopping Mail, Tailoc888...) moi tham gia tro chot, giat don hang.
Nguoi choi nap tién lan 1, 1an 2 (mdi 1an 500k dén 1,5 triéu dong) s& dugc chuyén
lai tai khoan lién két va 1ai ngay 20%. Tir 1an 3 tré di s& dugc béo tring don hang
tir 20 triéu dong trd 1én va chuyén tai khoan lan nao mat tién lan d6. Ngudi choi
dang ky tai khoan trén web, nap tién theo 9 murc tir 180.000 dén 99.000.000d sau
d6 mua cac goi dau tu tir 180.000d dén 540.000d dé huong 1ai suat 20% - 55%
mdi ngay, mot thoi gian sau d6i twong danh sap hé thong va chiém doat tién.
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Khuyén cdo: Khong tham gia vao cac App kiém tién online.

- Thii dogn: Bdn hang lira ddo. Pbi twong gia dang nhan vién ban hang chio
mua céc loai san pham. Yéu cau dit coc trude hom sau sé giao hang sau d6 chiém
doat sd tién trén khong con lién lac duge nita. Poi tugng quang ba san pham trén
mang, thu hit nhidu nguoi theo ddi, nhiéu luot like, nhiéu binh luén,... nhung khi
chuyén hang khong dam bao chat luong.

Khuyén cdo: Khi trao doi, mua ban truc tuyén qua céc trang mang xa hoi
phai tim hiéu 1o nguén géc, han ché mua cic mat hang c6 gia tri 1én. Lya chon
phuong thic kiém tra hang xong méi tra tién.

- Thit doan: Tuyén cong tdc vién online. Di tuong mao danh nhan vién cta
cac trang thuong mai dién tir dé 16i kéo cong tac vién ban hang online véi hoa
hong hip dan. Yéu cau cong tac vién phai thanh toan tién don hang trudc méi
nhan duoc tién gbc va hoa hdng. Thanh toan cho cong tic vién tir 1 - 3 don hang
c6 gia tri thip. Du dd, moi cong tac vién tham gia, chuyén khoan dé mua cac don
hang co gié tri cao roi chiém doat tai san.

Khuyén cdo: Nén kiém tra k§ cac thong tin trudc khi nhan 1am cong tac
vién hoic trude khi chuyén tién.

_ Thii doan: Goi dién thoai moi déi sim 4G. Di tuong mao danh nhan vién
cham soc khach hang, goi ¥ va yéu cau bj hai bAm day sd **21* s dién thoai *
hodc nhin tin theo ¢t phap DSxxxx dé duoc ddi sim 4G véi wu dai hap dan. Pay
1a cach chuyén cudc goi va doi sim sang phéi tring, néu lam theo s& mat quyén
kiém soat s6 dién thoai. Doi tuong su dung sb dién thoai chiém doat duoc dé thao
tac chuyén tién trong tai khoan, vi dién tur cua nguoi bi hai.

Khuyén cdo: Néu c6 nhu cau doi sim 4G thi ra truc tiép cira hang dé thuc hién.

- Thu doan: Goi dién hudng dan cai dat ung dung VnelD va cdc ung dung
khdc theo yéu cdu ciia co quan Céng an hodc co quan nha nwée cé tham quyén. Loi
dung viéc nhiéu ngudi dan chua nim bat diy du thong tin lién quan dén cai dat
ung dung VnelD va kich hoat tai khoan dinh danh dién tu, cac ddi tuong ltra dao
gid danh can b§ Cong an phuong, xa goi di¢n thoai cho nan nhan hen dén tru so
dé ddéng bo dinh danh dién tir hodc dé nghi nan nhéin cai dit qua mang. Sau do,
d6i tuong gtri cho nan nhan dudng link truy cip va tai mot tng dung co tén, logo
va giao dién gidng tng dung VnelD. Qua trinh cai dat , ing dung nay s& thu thap
dir li€u trong dién thoai cia nan nhan cling nhu nhiing thong tin sinh trac hoc, tin
nhin, danh ba tir d6 tan cong, chiém quyén diéu khién tai khoan ngan hang va
chiém doat tién ctia nan nhan.

Khuyén cdo: Co quan Cong an va cic co quan chic ning khac khong lam
viéc hodc yéu cau nguoi din cung cip thong tin qua dién thoai.

Co quan Cong an chi hd trg kich hoat dinh danh dién tir truc tiép cho nguoi
dan, khong hudng dan kich hoat qua dién thoai. Chi cai dat cac ing dung tir nguén
chinh théng trén App Store (d6i véi hé diéu hanh I0S) va CH Play (d6i v6i hé
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diéu hanh Adroid). Tuyét dbi khong cai dt, kich hoat ing dung tir cac ngudn
khéac. Khong chia sé thong tin tai khoan dinh danh dién tir (mat khau Gng dung,
mat khau tai khoan,...) cho ngu’(n khac. Chi cung cép thong tin trén ung dung cho
co quan chtic ning c6 thim quyen khi lam viéc truc tiép va co yéu cau cia co
quan chtrc ning c6 tham quyén. Khong bat ché do cai dit tng dung tir ngudn
khong xac dinh trén di¢én thoai di dong hoac cai dat cac ing dung, phﬁn mém
khéng 13 ngudn gdc co nguy co mat an toan thong tin, Tuyét d6i khong cip quyén
truy cdp vao danh ba, tin nhén, dinh vi, thu muc anh cho cac ung dung la, ing
dung khong chinh thng.

- Thii doan: liva ddo ldy lai tién bi lira ddo. Gia mao cac don vi chuyén trach
bao vé an ninh mang va phong, chdng toi pham st dung cong nghé cao cua Bo
Cong an, mao danh cac cong ty luat, luat su quang cdo ho tro ngudi dan 14t lai
tién bi ltra ddo. Cac trang web nay 10ng ghép quang cdo cac dich vu tiép nhan hd
50, 14y lai tién bi trao, thu hoi tién Lra ddo,... v6i cam két chi thu tién sau khi
nguoi dan da lay lai dugc tién bi lira dao. Khi c6 nguoi lién he, ddi twong cam két
hd trg viéc 1ay lai tién bi lira ddo voi tha tuc nhanh chong, don gian, hudng din bi
hai cung cip thong tin ca nhan, tai khoan ngan hang, sd tién bj lira,... Can cir vao
sd tién nguoi dan cung cip, cac ddi tuong yéu cau phai dong céc loai phi, hodc
lam nhiém vu dé lay lai tién. Khi ngudi dan chuyén tién, ching thong bao tai
khoan ngan hang bi 15i va khong cho rit tién vé. Tham chi, ké lira dao con du dd
bi hai di cung sang cac nudc lan can Viét Nam lién hé léy lai tién nhung muc dich
12 ban bi hai cho cac 6, nhém toi pham.

Khuyén cdo: ngudi dan khong nghe theo, lién hé véi cac website, fanpage,
tai khoan mang xa hdi quang cao dich vu tiép nhén hd so, hd tro léy lai tién bi
treo, thu hoi tién Ira dao,... trén khong gian mang. Khong chuyén tién cho cic
d6i tuong trén dé dugce “hudéng dan, hoan thién ho so”. Luc luong An ninh mang
va phong, chong t6i pham str dung céng nghé cao khong phédi hop, uy quyén cho
bat ¢t don vi nao dé hudéng dan, nhan hd so cta nguoi dan vé cac vu lira dao,
chiém doat tai san qua mang; khong bao gio yéu cau nguoi dan dong bat ky loai
phi hodc 1am nhiém vy dé tiép nhan ho so, 14y lai tién.



